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0 Introduction

0.1 Purpose of this document

TR 29181-1 describes the definition, general concept, problems and requirements for the Future Network
(FN). The other Parts of TR 29181 provide details of various components of the technology.

This Part 3 examines the requirements for carrying data over digital networks, and identifies those that are not
satisfied by the current Internet.

It also_notes some expected characteristics of new systems that are better able to satisfy the requirements,
and specifies a model which supports both the existing system and the new systems-that-are-better-able-to-
satisfy-the-requirements. This will enable a migration to the new systems; it is also intended to make networks
of all sizes easier to manage.

[EdNote] We're going to need a name for the new networking technology, and “Future Network”
clearly has a limited shelf life. | think it needs to be word (like “Ethernet”) rather than an acronym
(like “ATM”). Maybe there is a word in an Asian language for “network” or “cloud” or “silk” (which is
what webs are made out of) or maybe even “ether” http://en.wikipedia.org/wiki/Luminiferous aether
that would be suitable? However, there having been no suggestions in response to the EdNote in
previous drafts, the best option we currently have is “FN’.

0.2 Main features

New switching technologies are expected to be connection-oriented, in contrast to the connectionless
paradigm of Internet Protocol: see 0.3,

The control protocols outlined in this document allow an application to negotiate with the network and with the
remote application to achieve the communication of its data in the most appropriate way. They do not
constrain the system to use any particular method of delivering the data to its destination, and thus support
both existing and new switching technologies. btit-tThey do, however, require the network to report explicitly
(to the application) parameters defining the service it will receive; this allows the application to take advantage
of the facilities offered by the new networks if available, and to make provision for the deficiencies of existing
technologies otherwise.

The Internet Protocol world is often depicted as an hour-glass, with many applications at the top, many
network technologies at the bottom, and IP as the narrow waist through which everything must pass. FN has a
similar structure, but there are some important differences in the nature of the narrow waist:

» there are two kinds of interaction between the application and the network, which we describe as control
plane and data plane;

» control plane messages usually refer to a “flow” (a sequence of data units) rather than to a single data unit,
so are able to include the QoS parameters needed for live media, also other session-related information
such as security checks; and

» the data plane carries data units whose encapsulation depends only on the local switching technology.

Thus different kinds of switching technology can be supported, even those (such as DWDM) that do not route

according to information in packet headers. Where packet switching is used, the routing information in the
packet does not need to include the kind of globally unique addresses that are required for IP.

VI © ISO/IEC 2012 — Al rights reserved
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0.3 Rationale for a new paradigm

0.3.1 Appropriateness for today's traffic

The Internet was developed to carry IT traffic, i.e. data messages to and from computer programs. These
messages occur at unpredictable intervals, and require a “best-effort” service. For instance, the system cannot
predict when a user will click on a hyperlink, but when they do, the request should be delivered to the server
as quickly as possible. Similarly, it cannot predict how soon the server will generate a reply or how large that
reply will be. The image on the user's screen can be built up as the reply arrives, and it does not matter
whether the data arrives smoothly or in bursts. Connectionless packet networks are appropriate for this kind of
traffic; if packets arrive at a switching point more quickly than they than can be forwarded they can be held in
a queue, and the additional delay to the packet at the back of the queue, or of a packet being dropped
because the queue is full and retransmitted later, does not significantly affect the user's Quality of Experience.

An increasing proportion of Internet traffic now consists of continuous media such as audio and video, in
which the source produces data at regular intervals and the destination consumes it at regular intervals. The
time between the source sending some data and the destination consuming it must be long enough for the
slowest packet to arrive. (The destination must hold data packets that arrive more quickly in a buffer.) In
connectionless packet networks, this time interval includes an unpredictable amount of queueing time and is
thus not well-defined. For some applications, such as streaming recorded material, this is of minor importance,
but for others, such as videoconferencing, it degrades the user experience and in some cases, for instance
some telemedicine and industrial control applications, delays will compromise safety.

The connectionless, and (in theory) stateless, service provided by Internet Protocol regards transmission of
each packet as a separate event; this is appropriate for the “best effort” service required by IT traffic. To
deliver a service appropriate for continuous media, the network needs to configure resources to be ready to
pass on the data with a minimum of delay; a negotiation is therefore required between the application and the
network before transmission begins. Various measures have been introduced to improve the service
experienced by continuous media on the current Internet, but this traffic still experiences dropped packets and
unnecessarily long delays. Moreover, the addition of new protocols and procedures increases the complexity
of the system, decreasing its reliability and making it more difficult to manage: see reference [1] in Annex A.

0.3.2 Addressing and scalability

Use of Internet Protocol also requires every packet to carry the IP addresses of sender and destination. These
addresses have global scope, and must therefore be large enough to uniquely identify every endpoint; as the
number of endpoints increases (a process that will accelerate as the Internet of Things develops), addresses
need to become larger, for instance changing from 32-bit IPv4 addresses to 128-bit IPv6 addresses. A system
with a fixed address format in which addresses have global scope cannot scale beyond a certain size; for
instance a system using IPv4 cannot have more than 4 billion endpoints.

However, a switch or router simply needs to forward the packet to the correct neighbour with the correct level
of service, and locally-significant forms of identification have the potential to allow this task to be performed
more efficiently and more reliably. Moreover, they do not impose any limitations on the total size of the
network because addresses in one area can be re-used in other areas. Network address translation has retro-
fitted this feature to IPv4, but caused other problems which required the introduction of further protocols such
as STUN.

FN makes possible a migration from IP to-these improved switching technologies_in which the information
used for local routing is separate from global addressing.

0.3.3 Security

Another area of concern is security. In a connectionless packet-switched network, all the information needed
to route a packet has to be included in the packet header. This limits the amount of checking that can be done
without unreasonably increasing the packet size, or the amount of processing required per packet at each
switching point, or both. A system in which the routing information in a packet refers, indirectly, to a route that
was set up as a result of a negotiation which can include much more thorough checking of identity etc, has the
potential to be much more secure. It can also enhance privacy by allowing a client to set up a session with a
server without disclosing the client's address to the server.

VII © ISO/IEC 2012 — Al rights reserved
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0.3.4 Complexity of routing hardware

Connectionless packet switching requires each switch or router to read and interpret addressing information in
each packet, in order to discover on which output to forward it and what service (e.g. higher- or lower-priority
queue) it should experience. This information is usually too long to be used as a memory address for direct
lookup, for instance an IPv6 address is 128 bits and the information necessary to identify a flow in an IPv4
packet is over 100 bits, so the more complex and power-hungry associative or content-addressable memory
must be used. Other techniques, where much of the work is done once (when the call is set up) rather than for
every packet, allow switching equipment (and particularly large switches) to be simpler and less power-
hungry; see, for instance, 4.1 of reference [3] (see Annex A). With increasing traffic on the Internet, and
increasing concern over energy use and its contribution to climate change, efficiency of switching equipment
will become more important over the coming decade.

0.4 Migration

The FN model allows a network to be seen as a “black box”, so it is only the edge devices that need to be FN-
aware. If the network supports QoS, its native QoS mechanisms can be used and the resulting QoS
parameters reported to the application. Otherwise, the application will be informed that only a “best effort”
service is possible, with an indication of the performance expected (for instance, whether the network is the
public Internet or a small Ethernet network). This allows piecemeal migration in both private and public
networks.

For instance, on an AVB network [12] the resource reservation mechanisms of IEEE 802.1Qat and Qav can
be used to deliver defined QoS. The edge devices need to support the FN protocols, but within the network
only the AVB protocols need to be supported.

An application on an FN-aware terminal on the AVB network can ask to receive video from a server identified
by a URL; if the server is on the AVB network, IEEE 1722 can be used for transport and there is no need to
use IP at all. If the server is on the Internet, there are two possibilities: either the application is told it has to
use IP over the Ethernet network, or the gateway between the AVB network and the Internet implements the
IP protocols.

A public network which supports non-IP routing may tunnel IP packets through its asynchronous service, and
it may convert between IP and FN protocols in gateway devices. It may intercept protocols such as SIP and
set up synchronous flows for them.

On the link between two networks, for instance an ADSL link between a private network and an ISP, if the
devices at both ends of the link are FN-aware the FN protocols can be used. Otherwise, current protocols
must continue to be used.

0.5 Structure of this document

Clause 5 lists requirements for applications that transmit information across digital networks, and clause 6 lists
ways in which the current technology fails to meet those requirements.

Clause 7 examines the functionality of switching and routing equipment. Clauses 8 and 9 list requirements for
the communication between network elements, and clause 10 outlines the requirements for the process of
exchanging information between network elements that allows the route to any given destination to be
established.

VI © ISO/IEC 2012 — Al rights reserved
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Future Network — Problem Statement and Requirements — Part
3: Switching and Routing

1 Scope

This Part of TR 29181 contains the problem statement and requirements for switching and routing in the
Future Network, in particular:

a) description of the requirements for carrying data over digital networks;

b) description of the ways in which these requirements are not satisfied by current networks;

c) functional architecture for switching and routing in the Future Network; and

d) requirements for control plane information flows for finding, setting up, and tearing down routes.

The requirements in (d) include support for both current (“legacy”) and future (“new”) switching technologies,
to aid the transition between them.

NOTE A distinction is made between “data”, which is simply a string of bytes, and “content”, for which an
interpretation, for instance as text, sounds, or still or moving images, is defined. Content is addressed in Part 6.

2 Normative references

[EdNote] tbd

3 Definitions

3.1 Data unit

A sequence of octets which is conveyed across the network as a single unit.

3.2 Flow

A sequence of data units.

3.3 Asynchronous flow

A flow consisting of data units for which the time of arrival at the destination is unimportant.

3.4 Synchronous flow
A flow for which the network delay experienced by data units is required to be within specified limits. The size

of the units, and also the number of units to be transmitted per unit time, may be fixed or may be variable with
a defined upper limit.

© ISO/IEC 2012 - All rights reserved 1



3.5 Connectionless data unit

A data unit which is not part of a flow.

3.6 Network delay
Time from submission of a data unit to the network by the sender to its delivery to the recipient. The exact

events which constitute submission and delivery are not specified in this document, as they depend on
internal details of the equipment.

3.7 Network element

A piece of equipment which takes part in the process of conveying data; includes switches, gateways, and
interfaces.

3.8 FN-aware network element

A network element which implements a protocol which will be standardised, based on the requirements in
clauses 8 and 9.

[EdNote] We need to replace “FN-aware” by the name of the new technology (see EdNote in the
Introduction) and change this definition and 3.9 to refer to its specification.

3.9 Legacy network

A network composed of network elements which are not FN-aware.

3.10 End equipment

Equipment that is connected to the network and produces or consumes data units.

3.11 Identifier

A value that identifies a network element, service, or piece of content.

3.12 Locator

A value that identifies a subset of the network which is the scope of an identifier or in which the object
identified by an identifier is to be found.

3.13 Address

An identifier, or a locator together with an address whose scope is defined by the locator.

3.14 Label

The information in the encapsulation of a data unit which defines, to the network element which receives the
data unit, how it is to be routed. Examples include: IP address and port number; MPLS label; and ISDN
channel number.

[EdNote] others tbd

4 Abbreviations

[EdNote] tbd
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5 Requirements

5.1 Introduction
The basic service provided by the network is to convey data units between end equipment.

This clause reviews the requirements which applications that transmit various kinds of data across digital
networks have for this service.

Many different kinds of application will use this service to convey information encoded as octet strings, and the
network should not attempt to interpret the data units it conveys. It should not deliberately alter them in any
way, although transmission errors may occasionally occur (see 5.4.2). Many different kinds of network
element will participate in the conveying of an application's data unit, and the application should not make
assumptions about their characteristics.

In most cases, the application will need to send a sequence of data units, either because the data to be sent is
larger than the maximum size of a data unit (as with file transfer) or because it is being produced and/or
consumed by a continuous process (as with audio and video). Such a sequence is referred to in this
document as a “flow”.

Each sub-clause below describes a group of requirements that have been identified for the carriage of data
units. Mostly, these are expressed as requirements on flows rather than on individual data units.

5.2 Classes of flow

5.2.1 Minimising complexity

¢ The number of different options should kept to @ minimum.

Thistr-orderto makes the task of implementing and managing networks as simple as possible,-the-ntmber-of-

i i i . Thus only two classes of flow are described_in this document; it
would be possible to identify additional classes, but the improvement in efficiency achieved by tailoring the
service more closely to the application requirements would be outweighed by the increase in complexity of the
system.

For example, no distinction is made between constant bit rate and variable bit rate media flows. We assume
that in the latter case the application will request enough capacity to support its maximum bit rate; when it is
sending at a lower rate, for some switching technologies the network will be able to use the remaining
bandwidth for best-effort traffic, while for others the “wasted” bandwidth is less than the additional overheads
of alternative mechanisms.

5.2.2 Synchronous flows

5.2.21 Network delay

e The application should be able to negotiate with the network to achieve the best balance between the delay
the application can tolerate and the delay the network can achieve.

For many applications the maximum network delay is important, but the acceptable limits vary from a few
milliseconds to a few seconds. Also, the recipient needs to have enough buffer space to store data that arrives
with a minimum delay until it is needed, so delay variation can also be important.

For some applications, particularly safety-critical applications that involve control loops (whether or not
humans are included in the loop), the maximum delay must not be exceeded; these applications require
absolute guarantees from the network. The maximum delay value depends on the parameters of the control
loop.

For other applications, particularly those involving conversations between humans, there is no hard-and-fast
limit to the delay, but as the delay increases communication becomes increasingly difficult. Delays of a few
tens of ms are acceptable in conversation, but if the round trip delay is more than 150ms it is difficult to avoid
both parties speaking at once and the conversation does not flow naturally; thus for conversational services

© ISO/IEC 2012 - All rights reserved 3



the end-to-end time in each direction should be less than 75ms including encoding and decoding delays. The
same limit applies to audio- and video-conferencing.

[EdNote] How many transits across the network are there in a conversation over a conferencing
system? In a dial-in system it must be four, because in each direction the signal will go via the
centre. Is it the same with IP, or does it use IP multicast to send each user's signal direct to all the
others?

The most demanding requirements are probably where musicians' sound is returned to them through in-ear
monitors; a total round trip time (via a mixing desk, including two transits across the network as well as
processing delays) of as little as 1 ms is perceptible by some performers, and most have difficulty in
performing above about 40ms. (Sensitivity is different for different instruments, with vocalists being particularly
sensitive; for details see [11].)

In unidirectional transmission, longer delays are tolerable but there will be a requirement to synchronise

content delivered by different routes, for instance when handing over between devices (see 5.4.5) or when
combining a programme received over the air with additional material received over the Internet.

5.2.2.2 Throughput

* A wide range of data unit sizes and transmission rates should be supported.

At one extreme, a telemetry application may transmit a data unit consisting of a small number of bytes once a
minute. At the other extreme, uncompressed high-definition video requires multiple gigabits per second.

An example from legacy networks is 64kb/s ISDN, where an 8-bit data unit is transmitted every 125ps,
synchronised to the network.

For some switching technologies, reservations will be for data units to be transmitted at a specified reqular

interval, with the data units having a specified maximum size; such technologies are likely to be able to

achieve the lowest latencies by synchronising incoming and outgoing streams at a switch. For others, they

may be for a specified total number of bits per unit time; this figure would have to include encapsulation, which

is technology-specific, so should still be expressed as a number of data units of a specified size.

5.2.2.3 Data unit size

» The network should inform the application of the maximum data unit size and maximum per-data-unit
overhead for the route a flow will follow, so that it can choose an appropriate encapsulation for the data-

For most media flows, there will be a “natural” data unit size; for instance, in the case of linear PCM audio it is
one sample per channel. If this is more than the maximum data unit size, the application will need to split the
data into several units, for instance if there are 250 channels and up to 128 will fit in a maximum sized data
unit, it should send channels 1-125 in one data unit and 126-250 in another.

In the case of compressed audio, the natural size of a data unit will be one frame of compressed data,
typically 20ms of audio.

If the natural data unit size is small compared with the reported per-data-unit overhead, the application should
use aggregation to create larger data units. In the case of linear PCM audio, this means putting more than one
sample per channel into each data unit, though this will increase the delay. (For example, if the sampling rate
is 48kHz and a data unit contains 48 samples per channel, an extra 1ms of delay is introduced: the first
sample in a data unit waits for 1ms before it is transmitted, and the last sample waits an extra 1ms at the
receiving end before it is consumed.) The appropriate limits for overheads will depend on circumstances;
overheads of several hundred percent are likely to be acceptable when sending audio on a gigabit Ethernet
local network, whereas a public network may reject, or charge a premium for, calls which send a large number
of small packets.

NOTE The application is responsible for sending data units of the right size; the network does not do any
fragmentation or reassembly.

[EdNote] must also mention non-packet data channels
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5.2.2.4 Routing

* FN should not place any restrictions on the technology that can be used for routing synchronous data units.
In particular, it should not require a data unit, or its encapsulation, to include a globally-significant address:
see 5.7.

There are a number of ways in which the flow to which a data unit belongs may be identified, for instance by a

local “handle” value such as an ATM VCI, or by other information from the encapsulation such as its position in

an ISDN frame or the wavelength of its carrier.

Synchronous flows should be able to pass seamlessly along a route which includes several different routing
technologies.

5.2.2.5 Directionality

¢ The synchronous service should be unidirectional.

In many cases a synchronous flow is inherently unidirectional; either there is no return path or the return path
carries a different kind of data. A radio or television broadcast is unidirectional, likewise video-on-demand
(except for very occasional control messages). An outside broadcast sends programme-quality material to the
studio, with the return path being a lower-quality channel.

Fhus-the—synchronous—service—shoutd-be—unidirectionat—\Where bidirectional communication is required, as

with a telephone call, two flows can be set up; typically the network will set both flows up at the same time,
and by the same route, so the extra effort compared with a bidirectional service is minimal.

5.2.2.6 Multicasting

« One-to-many transmission, with the network copying the data as necessary, is required, and should support
very large numbers of recipients for a single flow.

There are many applications in which it is useful for the network to copy the data to more than one recipient.
For instance when a TV station covers an event such as a football match there WI|| be many people wantlng to
watch it simultaneously. v y

One-to-one transmission is simply a special case of one-to-many in which there is only one recipient. Defining
all flows as potentially one-to-many also simplifies handover when mobile devices move to a different
attachment point, or when a user switches to a different device, by using the sequence: set up the new route;
switch to using data arriving by the new route; tear down the old route.

Where an application requires a many-to-many service, this can be constructed from a number of one-to-
many flows, in the same way that a bidirectional flow is constructed from two unidirectional flows. In practice,
a different configuration will often be more efficient. For instance, in an audio conference, instead of sending
all the audio streams to every participant, sending them to a central point which mixes them and then
multicasts the result.

5.2.3 Asynchronous flows

5.2.3.1 General

Asynchronous flows experience a “best effort” service; the network makes no promises as to when, or even
whether, each data unit will arrive at its destination. Some technologies ensure that data units that are part of
the same flow arrive in the order in which they were transmitted; with others, data units within a flow are able
to overtake each other.

Network delay and throughput cannot therefore be guaranteed for asynchronous flows. However, there should

be provision for the application to give the network an estimate of the amount of data that will be sent, and for
the network to give the application an estimate of the throughput the route will support.
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As with synchronous flows, the network should inform the application of the maximum data unit size for the
route a flow will follow; the maximum per-data-unit overhead is less important, but should also be reported if
available. This means the network does not need to be able to fragment and reassemble data units; see also
6.2.3.

5.2.3.2 Routing

+ As-with-synchronous-flows;—tThe network should not place any restrictions on the technology that can be
used for routing asynchronous data units. However, connection-oriented routing is preferred.

Asynchronous routing can be connection-oriented (CO), in which a route is first set up and data units are then
sent along that route, or connectionless (CL), in which each data unit carries with it all the information needed
to route it. Thus CL data units need more information in the header, so the header is larger, and requires more
processing. Downloading a film requires transferring of the order of 1 million data packets if each is 1500
bytes, so the amount of additional processing is significant. With protocols such as TCP, a large proportion of
packets are acknowledgements and thus have a very small payload. Again, overheads will be less if the
packet headers can be kept small.

For applications where only one or two data units are sent to a particular destination, CL routing might be
thought to have the advantage that the separate set-up and tear-down mechanisms are not required.
However, most of their functionality still has to be implemented; for instance, when a packet for a previously
unknown destination arrives at a switch the same routing decisions need to be made as for a CO set-up. Also,
it is easier to detect and eliminate loops in a route during connection-oriented call set-up than when routing
connectionless packets.

In practice, typical Internet transactions (such as those used when “web surfing” via HTTP) involve multiple
packets over TCP, which is a session-oriented byte-stream protocol and thus well suited to running over a CO
network. Indeed, initiating a TCP session with a new destination, including discovering the route the packets
must follow, requires the same processes as setting up a connection. However, in practice most of the route to
the destination will already be cached in the network, so the set-up process will be somewhat quicker-

» CO networks should provide a mechanism for fast set-up of such calls, so that setting up a session with a
server is at least as fast as on a CL network; such a mechanism is described in 8.2.

5.2.3.3 Directionality

» Asynchronous flows should be unidirectional, though they will often be used in pairs, one in each direction.

Whereas data on a synchronous flow will always arrive at its destination provided there are no equipment
failures (or, for wireless networks, transmission problems) and the traffic contract is not exceeded, data units
on asynchronous flows are always liable to be lost. Thus applications which use a “best-effort” service will
normally use protocols in which there is a positive indication that each data unit has arrived successfully,
either simple acknowledgements (as with TCP) or higher-layer replies (as, for instance, with SNMP requests):

1, so it is therefere-appropriate for asynchronous flows to be bidirectional.-

However forin the mechamsm described in 8.2 a smqle data- plane path |s used for data umts from multiple

technolocnes even where Commumcatlon is one- to one the two d|rect|ons WI|| be set up SeDarater within the

routing tables.
5.2.3.4 Multicasting

» Multicasting should not be supported for asynchronous flows.

Most of the traffic for which multicasting is useful will be carried on synchronous flows. Moreover, when
multicasting over a best-effort service, a positive acknowledgement from each recipient that the data have
arrived will normally be required, which does not scale well to large numbers of recipients.
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Also, routing is simpler if each data unit only needs to be put in one queue. (If synchronous data units are
routed synchronously, they can be copied to different outputs without adding them to multiple queues. Thus
the multicasting of 5.2.2.6 is easier to support.)

One scenario where a best-effort multicast without a return path could be useful is in reporting status using a
regime in which immediate reports are sent when there is any change, with periodic repetition of the status
when there is no change, for the benefit of those joining the multicast and those that have missed a message.
However, in most cases this can equally-well be done using a synchronous service.

Where files need to be distributed to a large number of users, it would be better to use local caching. This also
better supports applications such as video-on-demand, where a large number of users want to download the
same content but not at exactly the same time.

5.3 Addressing

¢« The network should support the use of any current or future address type. Addressing should not be
constrained by the switching technology, particularly considering that a flow may pass across several
subnetworks using different technologies.

The addresses used by applications should therefore be independent of the mechanism used by the switching
technology to route data units.

An address serves to indicate the destination for transmitted data units, and the source of received data units.
It may contain several components, each of which may function as a locator, which specifies a subset of the
network, or an identifier, which specifies an individual piece of equipment or content.

Addresses in current use include URLs, IPv4 and IPv6 addresses, EUI-64, IEEE 802 MAC addresses, and
E.164 telephone numbers. Future applications may find other kinds of addressing useful, for instance GPS co-
ordinates.

Locators are not needed in networks that are small enough that each network element can know the location
and capabilities of all the other network elements. In larger networks they serve to limit the complexity of the
process of finding a route. An address may include a hierarchy of locators, for instance an E.164 telephone
number includes a country code and an area code.

Applications need to be able to address many different kinds of entity, for instance networking equipment, user
terminals, points of attachment to the network, and pieces of content. These entities may be addressed in
different ways, for instance by an identifier (which would address it uniquely, except for content where there
may be multiple copies) or as the provider of a particular service (of which there may be many, but the
application does not care which is chosen).

5.4 Security and accountability

5.4.1 Privacy, trust and traceability

¢ The network should be designed to keep private the contents, and even the existence, of calls.

A significant part of the traffic carried by telecommunications networks is of a private nature, for instance
commercial discussions which must not be revealed to competitors. Hewever,The-nretwork-should-therefore-be-

designed-to—keep-private-the—contents,—and-even-the-existenee,—of-ealls—Encryption can provide additional
protection for data known to be particularly sensitive, such as credit card details,can-be-encrypted.

* The network should be able to verify, or at least assign a measure of confidence to, information such as the
identity of a calling party and the route taken by a call.
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5.4.2 Corruption of data units

e The network should ensure that almost all the data units it delivers are an exact copy of the data unit
submitted to it by the sender, but it should not attempt to detect bit errors in individual data units.

The effect of bit errors in the data can be very different for different applications; see 8.1.

In the case of file transfer, it is appropriate for a data protection field containing a CRC (cyclic redundancy
check) or checksum to be included in each data unit, with any data unit for which this is inconsistent being
discarded and a retransmission requested. The protection field should be part of the data unit, and thus not
examined by the network; the end-systems can choose to use a level of protection that is appropriate to the
application.

For most synchronous flows, requesting a retransmission would introduce an unacceptable delay. In some
cases FEC (forward error correction) can be used to reconstruct the original data, but to protect against burst
errors it must be distributed over time, which, again, introduces a delay. Some coding technologies for
audiovisual data can successfully decode data that includes bit errors. In the case of uncompressed audio or
video, if there is a bit error in a sample then that sample (but not the rest of the data unit) should be discarded
and reconstructed by interpolation from adjacent samples; errors in the least significant bits should be ignored,
however, as the corrupted sample will still be a better approximation to the original than an interpolated value.

is consistent with TCP/IP, where TCP and UDP (layer 4) protect the payload but IP (layer 3) only protects the
header. Ethernet violates this principle by including protection of the whole packet (not just the header) at
layer 2, so a single bit error will cause loss of an entire packet.

5.4.3 Resilience

» The network should as far as possible continue to provide a service in the presence of equipment failures
or deliberate attacks.

The network should be designed such that failures (both broken links and malfunctioning equipment) are
detected and isolated as quickly as possible, and flows (both synchronous and asynchronous) automatically
rerouted with the minimum of disruption. Flows and connections should be prioritised so that where a large
number are involved the most urgent can be rerouted first. Such a mechanism would also allow emergency
traffic to be given priority when a major incident causes the network to be overloaded.

To provide the highest availability where required (such as for flows which contribute to live broadcasts, or for
safety-critical monitoring of transport systems or industrial plant), an application should be able to request the
network to provide more than one route for a flow, and as far as possible to keep the routes separate so that
any single failure will only affect one of them. The application should be able to use the different routes to
provide an appropriate amount of resilience, for instance if there are two routes it should have the option of
sending two copies of the data (one on each route), or sending two copies of the most important part, with the
remainder being shared between the two routes, or sending all the data on one route and keeping the other in
reserve.

« The network should be able to resist denial-of-service and similar attacks.

5.4.4 Accounting

» The network should provide the necessary mechanisms to support per-call billing, similar to those used in
telephone networks, and support the use of monetary cost as a routing criterion.

This would enable new business models, for instance monetising of content by making it available via the
equivalent of premium-rate calls.

It would also allow users to choose whether to pay (or pay more) for a higher-quality stream, and provide a
mechanism for ISPs to recoup the cost of increasing capacity.

8 © ISO/IEC 2012 — All rights reserved



5.4.5 Time-limited calls

* The network should allow resources to be reserved ahead of requirement, for instance to carry an outside
broadcast of a concert or sporting event.

* The network should allow a call to be connected for a specified time, in which case the network may
disconnect it at any time after the specified period has expired.

5.4.6 Prioritisation of calls

* The network should be able to distinguish a small number of different priorities of call, and be able to
disconnect lower-priority calls when required to release capacity for higher-priority calls.

NOTE Three priority levels are probably sufficient: emergency, normal, and low. Emergency level would be reserved
for emergency services.

5.5 Net neutrality

[EdNote] We ought to say something about this, but it'll probably be a controversial issue, see
http.//en.wikipedia.org/wiki/Network neutrality. We can't make rules, but we can be clear about what
kinds of rules should be possible. For instance, it secems useful to be able to give live media flows
priority over best-effort traffic. It also seems to be useful to allow premium levels of service to attract
a premium price. | don't think we can make it impossible for carriers to discriminate in other ways,
but we can include mechanisms to make transparent what is being done.

5.6 Mobility

* The network should support seamless handover of mobile and multi-homed devices from one point of
attachment to another, without interruption to any synchronous flows being transmitted or received.

¢ The network should support seamless handover from one device to another.

This is to support use cases such as where someone who has been listening to a radio programme on their
phone arrives home and wants to continue listening on their hi-fi,—the—network—should—suppert-—seamless-
handover-from-one-device-to-another.

* Where equipment has multiple attachment points, the network should support load sharing between them,
and automatic rerouting if one fails (see 5.4.3).

-If they connect via different service providers, the user may need to be offered a choice (see 5.4.4).

5.7 Scalability

* Addressing should be extensible.

With worldwide coverage, and particularly in the context of the Internet of Things, the network will need to
support many billions of attached devices, all of which will need to be individually addressable;—thts;-

atdressing-needsto-be-extensible.

¢ The network should not require globally-significant addresses to be included with every data unit.

In a connection-oriented network a switch or router only needs local information to correctly forward each data
unit; provided the call set-up procedures support extensible addresses, connection-oriented networks are
inherently more scalable than connectionless networks, which require the address to be part of the
encapsulation of the data unit.

On the other hand, many applications will be confined to a small subnetwork (such as a home network) plus a
small number of other devices (such as the users' mobile phones). These applications should be able to
perform actions, such as discovering all the devices on the subnetwork, that would not scale to a larger
network.
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5.8 Network management

» Management of the network should require as little manual intervention as possible. Setting up of devices
newly-connected to a network should be largely automatic.

Switches and other equipment in public networks may require more configuration than those in home and
small office networks, but functions such as load-balancing should be largely automatic. Network equipment
should use information provided by applications, as well as monitoring queue levels etc, to identify and report
where changes (for instance, installing additional capacity or reconfiguring connectivity) are required.

» Faults should be detected, and promptly reported, in a way that makes as clear as possible the nature and
location of the fault.

» Applications should be able to negotiate parameters such as bandwidth with the network; in the case of
compressed media, the network should be able to request a lowering of the bandwidth if it becomes
congested, or offer an increase in bandwidth when congestion eases -

This may be associated with economic incentives (see 5.4.4).

5.9 Energy efficiency

» Switching technologies should be designed to use as little energy as possible.

Communications equipment already accounts for a significant part of the world's energy use. With increasing
numbers of connected devices, and increasing bandwidth required for traffics such as higher definition video,
there is a need to improve the energy efficiency of networking equipment.

Connection-oriented switching uses less power than connectionless; see 0.3.4.

All-optical networks consume less power than networks in which switching is in the electronic domain. The
network should be able to offer the use an optical connection for traffic that would benefit from it. (This might
include large file transfers, such as downloading a film, and live TV transmissions in very-high-definition
formats, or bundles of TV channels.)

6 Gap analysis

6.1 Introduction

The current Internet uses connectionless packet switching, as do most local area networks and much of the
telecommunications infrastructure.

This clause 6 examines the extent to which connectionless packet switching, and Internet Protocol in
particular, is unable to satisfy the requirements identified in clause 5.

6.2 Service experienced by flows

6.2.1 Delay and throughput

Where packet switching is truly connectionless, with the network not maintaining any “state” information as
regards individual data flows, submission of each transmitted packet to the network is a separate event. The
network cannot predict what traffic will be offered, and can therefore offer no guarantees regarding the time a
packet will be held in queues or whether it will be dropped because a queue is full.

In a closed network it may be possible to ensure that the offered traffic is sufficiently within the capacity of the
network that packets will not be dropped and an upper bound for network delays can be calculated. However,
this relies on external controls on the traffic, and changes such as attachment of additional equipment may
invalidate the calculations. It is not something that the network itself can guarantee.
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In current networks, “deep packet inspection” is used to attempt to identify the level of service needed by each
packet. However, this can only yield the network's estimate of the requirements as there is no communication
of the application's actual requirements. It is also unable to prevent more high-priority traffic being offered than
the network can carry.

When “streaming” content from, for example, a video-on-demand server to a user, the content can be
transmitted at a rate that allows the receiving device to build up a substantial reserve of data, and thus tolerate
long delays and interruptions to the data flow. It can also request retransmission of packets that have been
dropped, and in most such applications the impact on video or audio quality of a small number of dropped
packets is relatively minor.

In practice, there are problems with receiving UDP-encapsulated flows through firewalls and units that
implement Network Address Translation, so such “streamed” content is more usually served as a series of
downloads of short media files.

For applications where network delays impact directly on the user experience, such as telephony, a trade-off
can be made between delay and lost packets. A packet that arrives after the time at which its content should
have been played out is effectively lost; reducing the amount of buffering in the receiving device reduces the
delay but also increases the number of lost packets. Thus a balance can be struck between delays and
intelligibility. However, as the network becomes more congested a point is reached at which conversation
becomes impossible.

[EdNote] | haven't used Skype much, but have heard from some people who do that there are
noticeable impairments about 10% of the time (so it's good 90% of the time, which is one-9
availability), though others report a better experience. Does anyone have data from actual
measurements of VoIP services? Also, some information on how much special treatment VoIP traffic
gets would be good.

[EdNote] I've also heard that video conferencing over the Internet is virtually unusable, people
who've tried it having given up and gone back to either voice conferences with some web assistance
or flying to f2f meetings. It seems to work within big company VPNSs (including Cisco's), but with
those there are no doubt special measures taken to ensure QoS. Does anyone have any more
information on this?

For some applications, the inability of the network to provide low latency and guaranteed delivery is more
serious. This includes contribution to live broadcasts (see Annex B) and any application in which the
transmission is safety-critical. Many such applications cannot rely on the current Internet, but would be able to
rely on a network that could offer the necessary guarantees.

[EdNote] | guess some broadcasters will have been using contribution over IP for long enough now
to have collected some hard information on how it performs in practice?

6.2.2 Multicasting

[EdNote] There have been issues with IP multicast, to the extent that ISPs didn't enable it on their
switches, and broadcasters sent out a separate stream to each listener. Does anyone have
information on the current situation?

6.2.3 Packet size

Maximum packet size (or Transmission Unit, MTU) is a property of the underlying network; on a standard
Ethernet network it is typically 1500 octets including IP and (if present) SNAP headers, but if “jumbo” frames
are used it is around 8000 octets. It should be at least 512 octets including the IP header for IPv4 networks,
and 1280 for IPv6.

In IPv4 networks, packets that are larger than the MTU may be fragmented provided the “do not fragment” flag
is not set, but this facility adds complexity and is not available for IPv6. A packet that is larger than the MTU
and cannot be fragmented is discarded and an error message returned to the sender specifying the MTU. The
sender must then repack the data into packets conforming to the new MTU and try again; the new packets
may be rejected further along the path, in which case the process is repeated.
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Because different packets may travel along different paths, it is quite possible that the path actually taken by a
packet could have accommodated a larger packet size. It is also possible that a flow will be rerouted at any
time to a path with a smaller MTU, causing an interruption to the flow while the new MTU size is established
and the data repacked.

6.3 Addressing

Connectionless packet networks have to include addressing information in the header of each packet. The
address also acts as a label, and its format is therefore tightly coupled to the switching technology. The
address needs to be globally unique, whereas it is more efficient if labels have local scope because they can
then be smaller and more easily processed, and do not restrict scalability of the system.

Most addressing of resources in the Internet uses domain names, whereas packets contain IPv4 or IPv6
addresses. A separate protocol such as DNS or SIP is used to discover the address to be used in packets. In
the case of LAN technologies such as IEEE 802.3 and 802.11, a further protocol, ARP, is required to discover
the MAC address, which is the label for layer 2 switches.

Devices such as personal computers and smart-phones, which already have MAC addresses, typically
acquire an IP address via DHCP; there is no explicit mechanism for a device to signal it has finished using an
address, so the supply of addresses can be exhausted if there are a large number of devices used in
scenarios such as hot-desking.

[EdNote] Should we say something here about (a) multihoming or (b) the problem with the growth in
the size of IPv4 routing tables?

6.4 Security and accountability

6.4.1 Privacy, trust and traceability
[EdNote] We should say something here about DNS hi-jacking etc.

Information such as the sender's address in a packet cannot be verified by the network. Authentication
requires mechanisms such as public key encryption.

6.4.2 Resilience

Each packet is in theory routed independently, so in the event of a broken link or equipment failure along the
path taken by packets in a flow, the packets should simply start taking a different route. In practice, routing
information is cached in switches so that it does not need to be discovered afresh for every packet, and there
are no formal protocols for updating this information when failures occur.

The network attempts to deliver all packets submitted to it to their destination address. It is possible for a large
number of packets to be submitted from different sources for the same destination, either in a deliberate
“denial of service” attack or because some external event causes many users to attempt to access a site at
the same time. There is little that the system can do in these circumstances other than to drop most of the
incoming packets.

6.4.3 Accounting
There is no mechanism to support functions such as per-call billing. Users can be charged according to the
number of bytes or packets transferred, but in this case all packets are treated equally, and users may be

charged for traffic they were not aware they were generating, such as when applications check for and
download updates.

6.4.4 Time-limited calls

There is no mechanism to support this function.
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6.4.5 Prioritisation of calls
There is no mechanism to support prioritisation of individual calls. Packets can be marked with an indication of

the required priority, but there are no formal mechanisms to limit the number of packets submitted with the
highest priority.

6.5 Net neutrality
In theory all packets should be treated equally. In practice many networks use methods such as Deep Packet
Inspection to discriminate between packets, for instance to give those that would appear to benefit from lower

latency priority over others. However, there is no method for applications to signal their requirements to, or
negotiate with, the network, nor are the assumptions made by the network well-documented.

6.6 Mobility

IP addresses identify an_interface—peoint-of—attachment—to—the—network, and include the address of the

subnetwork to which it is attached. Therefore, when a device moves from one network to another, or begins

using a different interface which is connected to a different network, its IP address will change.

A number of additional protocols have been added to IP to provide a work-around for this problem. For details

see Annex A of ISO TR 29181-4.fEdNote]'We-need-some-text-abouttP-mobility-here-

6.7 Scalability

Connectionless routing requires each packet to carry source and destination addresses in a fixed format,
which in the case of IPv4 imposes an upper limit of about 4 billion on the total number of endpoints. IANA
issued the last blocks of IPv4 addresses to regional registries at the beginning of February 2011, and in April
2011 the Asia Pacific regional registry began severely restricting allocations of its remaining IPv4 addresses.

[EdNote] IPv4 addresses would have run out long ago if NAT hadn't been introduced. Apart from
that, is scalability really an issue? Maybe refer to the requirement for globally-unique addresses in
packet headers (see 6.3).

6.8 Network management

Protocols such as DHCP enable the automatic setting-up of newly-connected devices, but DHCP servers,
firewalls, etc, still need manual configuration for all but the simplest use cases.

Diagnosis of faults is often poor, for instance with applications simply reporting an inability to retrieve
information from a website, giving no indication of where in the path from the PC to the LAN to the WAN to the
server the fault might be, or even of whether the DNS lookup had succeeded.

[EdNote] Can we have some contributions on how easy or difficult it is to manage a large IP
network, please? The impression | get is that it is easier than managing the previous generation, but
only because technologies such as ATM were implemented in a way that made them much more
difficult to manage than they should have been. One telecom operator which was about to move
from ATM to IP, but already had some experience of IP because they also ran an Internet service,
told me they had taken a long time to learn how to manage their ATM network successfully, and they
expected that moving to IP would make it less easy for them, though easier than the ATM network
had been initially.]

Applications can measure changes in delays or packet loss, and adjust parameters accordingly, but there is
no formal method for controlling transmission rates. If an application sending live media detects packet loss
(which is probably caused by congestion), there is no incentive for it to reduce the data rate; the usual
response is to add information which will allow the lost packets to be reconstructed (forward error correction),
which increases the data rate and, if a significant proportion of the traffic reacts in this way, the congestion.
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6.9 Energy efficiency

Connectionless packet switching requires the header of every packet to be interpreted and the destination
address and other information to be processed. Usually this requires searching content-addressable memory,
whereas CO packets can be routed using a simple table look-up which uses much less power.

Packet switching relies on being able to store each packet in memory as it arrives, and then copy it to the
output port when it reaches the head of the queue, so has to be done in the electronic domain because optical
memory is not available. It is therefore unable to take advantage of the lower power consumption of all-optical
networks, except for some trunk connections between routers.

7 Functional architecture for switching and routing

7.1 Model of the switching and routing process

This document assumes the following model of the process of switching and routing data in communications
networks. It is intended to support both legacy network technologies and the new technologies currently being
developed.

network

Figure 1: simplified model of communication

In Figure 1 two “application” entities are shown communicating across a network. Their interaction with each
other and with the network is divided into two planes, “control” and “data”.

The control plane carries messages which relate to the service which a flow will receive from the network. This
includes establishing the labelling required in the data units to ensure they reach the required destination as
well as negotiating QoS etc parameters. It also carries messages between the endpoints, carrying information
such as higher-layer protocols to be used and media coding details. Examples of control plane protocols are
ITU-T Q.931 [4] and Q.2931 [5] for connection-oriented networks, and ARP [6], DNS [7], and SIP [8] for
connectionless networks.

The data plane carries the application's data units, routed according to the flow to which they belong (see 5.2).
In Figure 1 a single unidirectional flow is shown, but a single call can include multiple flows and each flow can
be in either direction. How these flows are identified and related to the call is specific to the switching
technology, as are any restrictions on the number of flows. In the case of Q.2931, there can only be one flow
in each direction for a call, and flows are identified by a VPI/VCI value which is in general different on each
link the flow passes over. In the case of SIP, flows are identified by sender and destination addresses and port
numbers; this identification is not changed by the network except when passing through equipment that
performs Network Address Translation (NAT).

In switching and routing equipment, data plane functions will usually be implemented in dedicated hardware,
while control plane functions will usually be implemented in software running in a computer which can
configure the data plane to route data units appropriately. Data plane functions should therefore be kept
simple, while control plane functions should not be expected to operate at line speed.
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In packet networks, control plane messages will usually be conveyed between adjacent pieces of equipment
by the same physical links that carry data flows, distinguished from them by particular label values. For
example, Q.2931 messages use VCI 5, and control messages on IP networks are distinguished either by
being addressed to the routing engine or by specific protocol identification or port numbers. [EdNote] Is that
true? Does the routing engine have its own address? The call management process therefore has the status
of an application, but one for which predefined flows are used. However, the model is also applicable to
systems in which the control plane is completely separate from the data plane, for instance where the data
plane uses wavelength division multiplexing (with each flow having its own lambda), or in cross-point routers
for point-to-point digital (or even analogue) audio and video where the control messages are carried by
asynchronous serial links or over Ethernet.

7.2 Structure of the network

A network is composed of FN-aware network elements (see 3.8) and “links”, which convey data flows between
FN-aware network elements. A link may be a dedicated point-to-point link, such as Ethernet over Catb5e
cabling, or a leased line connection over a telecommunications network, or a lambda on a DWDM network; it
may also be a legacy subnetwork (switched or shared-media) that connects more than two ports, or a larger
legacy network such as a switched telecommunications network or the current Internet.

The route followed by a data unit from the source to the destination may need to traverse more than one kind
of network. For instance, audio being transmitted from a studio in one location to a studio in another location
will probably travel over the local infrastructure in both studios and a wide area network that links them; these
three networks may well all use different data-plane technologies.

7.3 Layers

The concept of “layers” has evolved somewhat over the decades since it was introduced with the OSI model
[14]. The fundamental premise remains valid, that each layer in a network element communicates with its peer
layer in another network element, using the service provided by the layer below, in order to provide a service
to the layer above.

The architecture specified in this document covers switching and routing, which is layer 3 in the OSI model.
However, the control and data planes are treated separately.

The service assumed from the layer below for the data plane is conveyance of data units between network
elements. The service provided to the layer above is conveyance of data units between end-systems. We do
not assume there will be an identifiable layer 3 protocol; the objects conveyed between network elements will
usually consist of a data unit and some encapsulation, which will include framing and a means of identifying
the flow to which the data unit belongs, and the switching process will usually involve replacing the
encapsulation for the incoming link with one for the outgoing link.

The data unit should not be inspected or altered by the network as it is conveyed from one piece of end
equipment to the other, and the encapsulation should not be visible to processes in the end equipment.

This document does not specify how the processes that produce and consume data units in end equipment
should be structured, nor any structure to the data units themselves. For some applications it will be
appropriate for the data units to be “raw” application data; for others it will be appropriate to include headers

that are processed by a protocol stack in the end equipment, for instance to detect and correct errors (see
5.4.2). The coding of data units is considered in Part 6.

8 Requirements for data plane

8.1 General

Where a link uses a legacy technology, the encapsulation and details of the service are constrained by that
technology.

* New technologies should keep the encapsulation to a minimum, so that they can convey small data units
efficiently.-
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For instance, the time taken to collect sufficient audio samples to fill a large packet can add significantly to
delays. Also, many protocols require frequent acknowledgements to be sent; these therefore form a significant
proportion of Internet traffic, and are usually very small messages, the information content often being no
more than a 2- or 4-byte sequence number.

In the case of synchronous flows, routing without using any information in the encapsulation of individual data
units is possible. One example is ISDN, which carries 7- or 8-bit data units that are routed according to their
position in the frame. Such techniques may be useful for packet switching in optical networks.

* Wired links should not check for bit errors in individual data units. They should, however, include provision
for detecting bit errors in headers, to reduce the probability of a data unit being misrouted.

—beeause—+Requirements differ between applications (see 5.4.2) and for many applications it is better to

deliver a data unit with bit errors than to discard it. —include-provision-for-detecting-bit-errors-in-headers,to-
reduce-the-probability-of-a-data—unit-being-misroutedHowever-they-should The error rate on each link should

be monitored, and links with an unacceptable error rate taken out of service.

NOTE A flag could be introduced that shows whether bit errors are tolerated (defaulting to true for synchronous flows,
false for asynchronous flows) and errored data units for which it is false could then be discarded. However, packets with
bit errors should be sufficiently rare that the gain is not worth the extra complexity. A simple mechanism for monitoring links
to detect when bit errors are occurring, as in SDH, can be used to ensure that bit errors are, indeed, rare.

Similar considerations apply to wireless links; a data unit with a few bit errors should not be discarded, but a
link that produces a significant number of errors should not be used.

[EdNote] Of course, wireless links are much less predictable than wired links, and mostly expect to
lose a fair percentage of the data and use FEC and retransmission to make up for it; LTE contains
many sophisticated mechanisms for producing a usable service and we clearly don't want to outlaw
them, but the principle remains valid that for most traffic sending on a data unit with one or two bit
errors is better than taking the time to get it perfect, and much better than throwing it away.

8.2 Asynchronous service

» The data plane functionality should be conventional label switching augmented with the additional
functionality described below.;~which

This combines the advantages of connectionless and connection-oriented routing by providinges all the
functionality of a connectionless network with only a very small increase in data plane complexity of
connection-oriented switches.

Asynchronous paths used for this service are classified as “uplink” and “downlink”. In a typical scenario, a
number of clients share an uplink path to a server over which they send requests, and each has its own
downlink path from the server over which it receives replies. Thus while downlink paths are normal one-to-one
connections, uplink paths are many-to-one, and thus require additional encapsulation to identify the sender.
However, unlike connectionless packets this identification does not need to be the sender's address in any
particular address space, and will usually be meaningful only to the server, for instance a “handle” which
identifies the session. It does not need to be processed by the network, and should thus be defined by the
application. For some servers a two- or four-byte prefix to the data unit will be sufficient, whereas in other
cases an IP header (v4 or v6) might be used.

Data units on uplink and downlink paths are encapsulated as “packets”. The encapsulation identifies each
packet as being of one of four types: set-up, clear-down, initialisation, or data.

Uplink and downlink paths are connected using a protocol which is outlined below; a complete specification
will be included in the FN standards. “Simple” asynchronous paths, which do not have the additional
functionality of uplink and downlink paths may also be supported, connected using the protocols described in
clause 9; these paths are one-to-one and may be implemented as carrying data units without any additional
encapsulation or as downlink paths on which only data packets are allowed.
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In a typical scenario, a TCP session between a client and a server would proceed as follows.

a) Client sends a set-up packet to the control plane entity of the switch to which it is connected. The packet
includes the server's address (maybe in the form of a URL), the label to be used for packets from the
switch to the client on the downlink path, and a TCP SYN datagram, also any authentication information
the server may require.

b) As the set-up packet propagates through the network, it sets up both uplink and downlink paths in the
data plane of the switches.

c) When the set-up packet reaches a switch that already has an uplink path to the server, the switch
forwards it on that path; subsequent switches still set up the downlink path, but without requiring any
action by the control plane (except maybe to provide a pool of free labels that can be used for downlink
paths).

d) When the server receives the set-up packet it allocates a “handle” for the session, processes the TCP
datagram, and sends on the new downlink path an initialisation packet which includes the “handle” value
and its reply to the TCP datagram.

e) Subsequent TCP datagrams are sent in data packets; those on the uplink path include the “handle” value.

f) At the end of the session the server sends a clear-down packet which includes a TCP FIN datagram.
Each switch that forwards this packet also clears down the downlink path.

The additional functionality required of the data plane is thus (a) copying routing information from the set-up
packet into a free location in its routing table (probably taken from a pool of free locations supplied by the
control plane), (b) replacing the downlink path label in the set-up packet with one selecting the chosen location
in its routing table, and (c) freeing up the location that is used to route a clear-down packet. It should also
include flags in its routing table entries that identify uplink and downlink paths, and reject any packets that are
not legal on the type of path on which they arrive. Provided the packet format is chosen to be such that the
relevant fields are easy to locate, none of these functions should introduce significant extra complexity.

Where the server's address is an IP address, the control plane's task in the early stages is the same as in an
IP router, i.e. to discover which output leads towards the required address. From (c) onwards, there is no
involvement by the control plane and therefore no delay to the packets other than queueing delays. Therefore,
the session will complete in no more time than it would take on an IP network.

If the client already has an uplink path to the server, it sends the set-up packet on that path instead of to the
control plane. If there is no existing uplink path to the server from anywhere in the network, the server will
receive the set-up packet as a control message.

Connection of the downlink path should be optional, signalled by a flag in the set-up packet. Uplink paths can
then also be used to carry connectionless (e.g. UDP) datagrams.

The control plane does not keep any record of downlink paths, though it can search the routing table for them;
this should only be necessary when a link goes down.

The control plane does, however, keep a record of uplink paths. A client may request clearing down of an
uplink path, but usually the path will be retained in case a further session with the same server is required.
Uplink paths that are not used should be pruned; the mechanism for this will be detailed in the FN standards.

9 Requirements for control plane

9.1 Control plane protocol

The control plane protocol consists of messages exchanged between adjacent network elements (“adjacent”
in the sense of being connected to the same link) in order to manage communication between applications in
end-systems. For most systems, these messages will be conveyed by the data plane service in the same way
as any other application data. The protocol has elements of layers 4, 5, 6, and 7 (transport, session,
presentation, and application), but the description in this clause 9 does not explicitly identify to which layer
each part of the protocol belongs.
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The services it provides include: requesting connection to partners which may be identified in a variety of
ways (including by a service they provide); specifying requirements for QoS parameters; managing
connections (including requesting variations in throughput, and disconnecting); and sending connectionless
data. It also delivers information including: incoming connection requests and connectionless data; actual
values of QoS parameters; and other status information such as congestion along the route of a connection,
and link failures causing either disconnection or rerouting.

9.2 Message format

9.2.1 Encoding

* Messages should be easy for embedded code running on low-performance processors to interpret; the
coding of information in the message should be reasonably efficient.

A tag-length-value (TLV) format would be appropriate. A text format which requires scanning to identify line
endings and keywords would not.

Numbers should be coded in binary rather than text. Variable-length data such as text strings should be in

variable-length fields (not fixed-length fields of the maximum size). However, it is not necessary to use data
compression techniques that would add complexity.

9.2.2 Size
* Messages longer than the link MTU should be supported.

Some messages will need to contain a large amount of information, so could be several KB in length. On the
other hand, it is reasonable for the link MTU to be 1500 octets (as in IEEE 802.3) or less.

9.2.3 Extensibility

* A network element receiving a message which contains information it does not recognise should still be
able to process the remainder of the message.

A TLV format would allow the recipient to skip any information elements with tags it does not support. Any

format in which it cannot determine the extent of a field it does not recognise would not allow it to process
information in the message beyond that field.

9.3 Relationship with link partner

* On point-to-point links, when the link comes up the network elements at each end of the link should
exchange information including their identities and capabilities. This information should be periodically
refreshed (less frequently if the link provides an indication of link down such as “loss of carrier”).

The identity of the neighbour helps with establishing the network topology.

Even if “link down” is signalled explicitly by the physical layer, occasional checks that the neighbour has not
changed or locked up or rebooted should be made.

[EdNote] We ought to say something about shared-media links such as IEEE 802.11.

9.4 Timeouts

» Timeouts should only be used for recovery from failures, not (for instance) for inferring that a requested
resource is not available.

Many protocols on IP networks send out a message and then wait, in some cases for 20 or 30 seconds, for a
reply before inferring that there is nothing on the network offering the requested service. The control plane
should always know what is available in the local area, so should always be able to send a “not available”
reply immediately. If a link on which a request has been sent goes down before the reply has been received,
this can be reported immediately.
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9.5 Acknowledgements

» The protocol should provide for positive acknowledgement of receipt of messages, and for recovery if such
acknowledgement, or a subsequent reply to the message, is not received. An acknowledgement should not
be required if a reply is sent almost immediately.

Two timeouts will probably be needed, a shorter one by which an acknowledgement is expected and a longer
one by which a reply is expected. Where the recipient can reply within the shorter timeout, the reply acts as an
acknowledgement. An acknowledgement is always needed to the last message of an exchange, because in
that case there is no reply. For call set-up, the acknowledgement tells the sender that the recipient has sent
the message further across the network and is waiting for a reply from the far end; a considerably longer
timeout is appropriate before the sender assumes the message has been lost. Indeed, absence of a reply
should be very rare if link failures and resets are reported and processed promptly.

It is not necessary for acknowledgements to be part of a separate protocol layer, as they were with ATM
signalling which used the unnecessarily complex transport layer protocol SSCOP (Q.2110), and thus required
all messages to be acknowledged.

9.6 Call set-up

9.6.1 Calls
* The protocol should allow multiple flows to be associated together to form a “call”.

Although for simplicity in the data plane we only support two kinds of flow, we should allow multiple flows
(possibly all using different formats, and with different QoS requirements) to be bundled together in a single
“call” for administrative purposes.

9.6.2 Routes

* The protocol should allow multiple routes to exist for a call, and allow the application to request that they be
non-intersecting and the network to report whether that has been achieved. A route may carry all the call's
flows, or a subset, and for any flow may be a “standby” along which the necessary resources have been
reserved but the routing has not been set up in the data plane.

This allows an application to request various levels of resilience.

See 9.7 for more details of routing.

9.6.3 Identification

« Each call should have a unique identifier whose scope is the network; each route and each flow should
have a unique identifier whose scope is its call; identifiers may be re-used after a suitable time interval.

Calls, routes, and flows can therefore be identified uniquely anywhere in the network. This makes it possible
for a management terminal to trace a call through the network if required, and to identify whether two units are
connected to the same call. It also makes it easy for a switch to detect loops in a route that is being set up.
Note that in ATM the scope of a call identifier was a link, and a call had a different identifier on each link it
traversed.

9.6.4 Information in set-up messages

» The exchange of messages for call set-up should include all the information needed by the network to route
the call (including called address and QoS etc requirements) and support negotiation of QoS parameters,
charging, etc between the application and the network and negotiation of data formats, encapsulation, etc,
also any authentication that is required, between the endpoints. It should also report all necessary
information to the application, including path MTU and (for live streams) maximum and minimum network
latency.

The call set-up procedure needs to include everything needed to set up the data plane in the network and in
end-systems (which may need to configure codecs etc). Thus it collects into one place the functionality which
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in IP networks is covered by many protocols including DNS, SIP, SDP, RSVP, and ARP. Moreover it ensures
that parameters are negotiated by a well-defined and transparent process before communication begins rather
than being discovered afterwards by empirical processes.

9.6.5 Synchronous flows

9.6.51 QoS

» The procedure should allow the application to specify requested QoS parameters, and the network to
specify what is available (in each case allowing a choice of several combinations of parameters to be
specified), and support negotiation to find a set that is acceptable to all parties.

The grouping together of parameters should allow other information, such as the media format, to be included
in each group. Then a choice can be offered of, for example, lightly compressed media using high bandwidth
or more heavily compressed media using a lower bandwidth.

9.6.5.2 Multicasts

» The protocol should allow an end-system to request to receive a multicast. The sender should have the
option to be informed when recipients join or leave a multicast, and also the option to approve whether a
new recipient may join.

In Q.2931, recipients have to be added by the sender, and the sender and the network have to keep track of
“‘endpoint identifier” values which identify the recipients. The more useful model is for the connection to be
requested from the receiving end, as when “tuning in” to a broadcast or “taking” the signal from a source via a
cross-point router.

There are a number of options the sender (or the owner of the content) may require. At one extreme the
stream may be “private”, so that a recipient needs approval to join it; at the other, the sender may have no
interest in where the stream is being received, and not want to have to process any messages relating to it.
Intermediate cases could be where the sender merely wants to be informed when recipients join or leave, and
where it just wants a periodic report of the total number of recipients.

[EdNote] Are there applications for which adding recipients from the sending end would be useful? If
so, we should say that that should also be supported; if not, we should say it is not needed.

9.6.6 Asynchronous flows

» The protocol should require the application to give estimates of the total amount of data to be transferred,
the average transmission rate, and a measure of the burstiness; and allow the network to offer a different
service for the transfer.

Declaring the estimated transmission rate allows the network to use load balancing as part of the routing
process. Where an application is asking to transfer a very large file, the network may prefer to set up a path
over an all-optical network rather than transfer it over the packet network.

9.7 Routing
» The protocol should support empirical finding of routes where necessary.

The procedures described in clause 10 should ensure that when a switch receives a set-up request it can
identify a port on which to forward it. However, there will always be situations in which the switch is unsure
which of several ports to use, or in which it uses the wrong port (for instance because a link has just broken
and it has not yet been told the new route). The protocol therefore needs to support forwarding of the request
on several ports simultaneously, and also trying a different port if the first attempt fails in a way that indicates a
different route may succeed (for instance if the destination was not found, but not if it was found and rejected
the call).

The network should survive, though not necessarily work efficiently, if switches simply flood calls to all ports.
Note that loops can always be detected: see 9.6.3.
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9.8 Other messages

9.8.1 Disconnecting calls, flows, and routes

» The protocol should support disconnection of a call, or of individual flows or routes, by any of the network
elements through which it passes.

The sender of a multicast should be able to tear down the whole multicast.
[EdNote] Should it also be able to to disconnect individual recipients? This might be wanted if, say,
the recipient has paid to consume the media for a limited time, though in that case the ‘“time-limited
call” mechanism (see 5.4.5) might be used provided the content owner trusts the ISP to disconnect
the call at the appropriate time. If it is wanted, we need to specify how the recipient is identified.

Disconnection by the network should only be permitted when faults are detected (see also 9.8.2) except as
described in 5.4.5 and 5.4.6.

9.8.2 Rerouting
* The protocol should support rerouting around faults.

For instance, when a switch is notified that a link has failed, it should be able to reroute the calls that traversed
that link rather than simply tearing them down.

9.8.3 Changing QoS parameters
* The protocol should support renegotiation of parameters while a call is in progress.

This allows congestion to be managed in a well-controlled way. It also provides a formal mechanism for cross-
layer communication.

9.8.4 Adding flows

* The protocol should support reservation of additional resources along an existing route, and connection in
the data plane of flows for which resources have previously been reserved.

This provides a further separation between the choosing of a route and the setting up of flows in the data
plane, and makes it visible to the application. It allows an application to keep a route as a “cold standby” which
can be connected very quickly in the event of a failure of the primary route. It also allows flexibility when
setting up outside broadcasts, for instance.

9.8.5 User data

* The protocol should support transmission of individual data units between end-systems in control plane
messages, without setting up a flow in the data plane.

This leverages the control plane processes to provide an efficient mechanism for transferring occasional data
units that are not part of a flow. It may be used to send an isolated message to a remote end-system without
setting up a call, though with the option for the recipient to send a reply. It may also be used for occasional
control messages between the endpoints of a call

It is not, however, intended for carrying connectionless protocols such as IP where there are likely to be
multiple packets to the same destination; for that, the mechanism described in 8.2 should be used.
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10 Route finding

10.1 General requirements

As described in 5.2 and 5.3, the network should be able to carry synchronous and asynchronous flows and
connectionless data units between points that are identified in a variety of ways. The flows are carried via the
data plane (see clause 7) and the connectionless data units via either the control plane (see 9.8.5) or the data
plane (see 8.2).

Routing information in the data plane is entirely local; it connects incoming flows on input ports to outgoing
flows on output ports. It is only the control plane that needs to know anything about the ultimate source and
destination of the flow.

10.2 Propagation of routing information

When a call set-up message is received by a switch, its control plane needs to be able to identify on which
port or ports to forward it. The nature of the information it needs depends on the addressing scheme.

[EdNote] I'm not sure how far we can take this before we have a draft for Part 2.

[EdNote] One scheme we will need to support is domain names, for which DNS is already defined
but it operates in a rather different environment. For instance | don't think it returns a direct
indication of a route, just an IP address for which some routing (using ARP or whatever) still has to
be done.

[EdNote] Although we are probably not proposing to support 20-byte NSAP addresses, some useful
lessons can be learned from the way PNNI is structured. It uses a hierarchy of “‘nodes”; a node at
one level is a group of nodes at the next level down, with the bottom level being individual switches,
and each group elects a switch which acts as a master for the group. Routing information is shared
among the peers at each level. A node is identified by the first n bits of an NSAP address, and all
the NSAP addresses within the node begin with this same n-bit value; n is smaller at the higher
levels and at the bottom level is the full 104 bits (13 bytes) of the “prefix” part of the address (which
is the locator). When looking for a route, any address that doesn't match is simply passed up to the
next level. It also has a message protocol for electing masters and exchanging routing table
information.

10.3 Message format

Messages conveying information to aid route-finding should use the protocol described in clause 9. One or
more message type codes should be reserved for these messages.

The procedure for building and maintaining routing tables should be specified in a separate standard from the
control plane protocol.
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Annex B

Use cases and other background information

0 Remote contribution to radio broadcasts
[EdNote] | couldn't get Open Office to number the headings properly in an annex.

This application is highly typical all over the world in live radio broadcasting where a reporter/presenter is
broadcasting from a remote location using a radio car or portable analogue radio link. It differs from TV where
encode/uplink delay is such that spontaneous dialogue is near-impossible, so questions and answers tend to
be scripted. Radio is different, often requiring the distant reporter to respond exactly as if he is face-to-face
with the studio presenter.

The issue here is how the reporter hears the broadcast output including his own voice and that of the studio
presenter so he can have a natural and live two-way conversation. Traditionally, the remote reporter/ presenter
listens to the off-air programme, thus (s)he is listening to his/her own voice in headphones, but AFTER it has
travelled round the entire transmission path, not a local feed. The illustration below gives the accumulated
delay for the remote reporter/presenter's voice at each stage through the path.

Equipment - and the signal path in sequence - would include:

a) Reporter microphone, unidirectional UHF analogue radio transmitter mounted in a vehicle. RF signal
transmitted. Accumulated Delay OmS

b) Distant UHF radio receiver on a hilltop telecoms mast, connected to Audio over IP (AolP) encoder and
then Public IP network. Accumulated delay 2mS (for APT-X encoding example but excluding FEC etc)

c) DSL, MPLS or similar IP network to Studio. Accumulated delay, say 22-102mS, comprising, say, 18 mS
for the raw IP delay (ping time). Without any FEC, jitter, etc, a theoretical IP plus encode delay may be
around 20mS but with no packet resilience or protection. This "raw" delay will vary depending on the IP
network, routing and packet size. Adding FEC, jitter and other protections now gives typical delays of 40-
100mS.

d) AolP decoder located at the studio. Accumulated delay 24-104mS.

At the studio, the remote presenter's contribution is mixed into the broadcast desk, along with the Studio
Presenter's voice, music, commercials and other source material. The combined studio output is then fed to
the radio station's FM transmitter. Until recently, this would be either an analogue UHF radio link (STL) or
digital landlines using very low latency, simple digital technology and based on traditional telecoms PCM
circuit technology.

e) Studio to FM Transmitter. Accumulated audio delay 30-110mS (i.e. assumes the STL adds up to 6mS -
not untypical but could be less)

f)  FM transmitter to FM radio receiver in Radio Car and Presenter's headphones. Accumulated audio delay
=30-110 mS

This illustrates the significance of the delay added purely as a result of one IP circuit. Inevitably, the STL will (if
not already) be replaced by an AolP circuit, effectively doubling the delay.

Prior to AolP the round trip delay (radio car-studio-FM transmitter) heard by the presenter in the headphones
was in the region of 15~20mS which is acceptable. After AolP was introduced the delay was >50mS. This
caused the presenter to begin to slur and stutter. If you are not familiar with the effect on someone's speech of
hearing their own voice back through headphones with a delay much above 50mS, you should try it for
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yourself, and gradually increase the delay from zero to 150mS to see at what point you can no longer speak
normally.

It is true that with experience, a presenter can learn to 'talk through' a delay of 50mS, but if the person is not
experienced (for example, when interviewing a guest) it will unsettle the speaker to a greater or lesser extent.

The bigger problem will come on this particular radio station when the studio to transmitter circuit is also
replaced by AolP, creating a round trip delay >100mS. Under these circumstances the use of off-air cue
programme is rendered entirely useless.

Of course, the use of the off-air signal as a cue is already impossible with digital broadcasts (DAB etc). But
whatever method is used to return the signal to the remote location, the delays remain. An independent cue
feed could be achieved via mobile phone, for example, but even a 2G speech path has delay, often in excess
of 100mS. Is this a problem? Actually, yes it is, even if a “mix minus” or a clean feed is sent. Cue programme
delay, and/or the delay from the reporter much over 150mS causes an undoubted effect where the speakers
at each end lose the ability to talk against and over each other naturally. We have all experienced this on
some cellular or IP phone calls where the delay has been just that bit too long to maintain a flowing and
natural conversation. In a live broadcast situation, the subtlety of good "cross-talking" can be ruined by even a
modest delay of, say, 2-300mS. This aspect of natural conversation is not always fully appreciated.
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